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Secure Wireless Setup — Windows XP
For Institutional Computers Connected to Hamilton’s Network

1. Go to the following Microsoft webpage and follow the directions listed there to install the
Update for Windows XP (KB917021) NOTE: Restart will be required after installation:
http://www.microsoft.com/downloads/details.aspx?FamilylD=2726f32f-d52b-4f84-ace8-
f7fc20195769&DisplayLang=en

2. After restarting, go to the Start menu and open Network Connections (if this isn’t in your
Start menu, go into the Control Panel and open Network Connections).

3. Right-click on the Wireless Network Connection FRTEwm—— 2] x|
and select Properties. Genkgal Wirsless Networks | Advghond |

4. Open the Wireless Networks tab, make sure the@mmmwmmﬁmMngsé N
box next to Use Windows to configure my wireless
network settings is checked, and click the Add e armect fom. or i ot mere romation
button . about wirsless networks in range, click the button below.

NOTE: If you do not have a Wireless Networks Vo Ve vk |
tab, there’s other wireless software managing e e ————
your wireless card. Disable that software and Bz
resume this configuration. e |
5. In the Association tab (Figure A. on next page): Hiovedonn |
a. Set the Network Name to aps-hamilton.
b. Check the box to Connect even if this < s, | Edpee | Fioperies |
network is not broadcasting. : T ess ootk |
c. Set Network Authentication to WPA2 (if e
not available, select WPA).
d. Set Data Encryption to AES. ok |_ cacel |

6. In the Authentication tab (Figure B. on next

page):
a. Set EAP Type to PEAP.
b. Click on the Properties button.

entication I Connection I Associatioy{  Authentication [Nonnection I
tebworteT@me (SSID): ¢ [aps-hamiton

5 Select thiz option to provide authenticated netwark access far
: : ireless Ethemet networks.
V¥ Connect even if this network is not L Jcasting; PITEESS EEEL AT

This network requires a key for the following:

Network Authentication: Jwipa =l
Data encryption: 1= -
MHetwork ke I

Canfirm netwark key: I

Keyindes [advanced): Il _I?

¥ The key is provided for me automatizally

1w authenticatior for this nebean

ed EAP (PEAP) /)

Properties |

[V Authenticate as computer when computer information is
available

VAV

[T Autherticate as guest when user or computer information is
unavailable

I™ | Thiz iz & computer-to-computer (ad hoe) network; wirsless
access points are not used

OK I Cancel oK I Cancel

Figure A. Figure B.
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7. In the Protected EAP Properties window (figured to the right):

a. Check the box to Connect to these servers and enter acs-07.hamilton.edu in the
field below the check box.

b. In the list of Trusted Root Certification Authorities check the box next to Equifax
Secure Certificate Authority.

c. Click the Configure button and verify that the box to Automatically use my Windows
logon... is checked.

8. Click OK to close all of the open windows.

When connecting:

—Iv Validate serve i
i~
< ¥ Connect to these servers: >
acs-07.hamilton.edu

Trusted Root Certification Authorities:

[ Entrust.net Client Certification Authority ;I
O Entrust.net Client Certification Authority
[ Entrust.net Secure Server Certification Autharity ey
— SL.NET SECUre SEFVEr . tharity
<_ . Equifax Secure Certificate »ﬂ\umori;}g‘t "A/’K
D Equifax Secure eBusiness CA-1
D Equifax Secure eBusiness CA-2 -
1| | _’l_l
™ Do not prompt user to authorize new servers or trusted 5'

certification authorities,

When connecting:

Select Authentication Method: /\
i | HAutomatically use my Windows logon name and
[secured password (EAP-MSCHAP v2) ¢ Configure. .. > @{an J domain i o).

[~ Enable Fast Reconnect

oK | Cancel |

Cancel |

After a minute or two, the computer should connect to the wireless network and you should see a
notification message in the lower-right corner of the screen stating so. Your wireless card should

connect to Hamilton’s secure wireless network automatically when you are within range of the
network.

1) Wireless Network Connection is now connected E

Connected to: aps-hamilton
Signal Strength: Excellent

For questions or comments regarding this document, please email helpdesk@hamilton.edu.
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