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Se cure Wireless Setup I Windows Vista
For Personal Computers

NOTE: If you are not on the Hamilton campus please go through the step -by - step instructions until
you come to the stop sign. Then when you arrive on campus you can complete the last few step to

connect to our secure wireless network. If you are on campus please proceed through all the

instructions in the document.

1. Goto Startmenu andopen Control Panel
2. Open Network Sharing Center

Control Panel Home g
Network and Sharing Center

View network status and
View network computers

Check network status, change networ
settings and set preferences for
sharing files and printers,

n and Maintenance

urity
Add a device to the ne
* Network and Internet

Hardware and Sound ‘h
Programs =

Internet Options
Change your homepage | Manage browser add-ons

User Accounts and Family Delete browsing history and cookies

Safety

Appearance and ‘ Windows Firewall I
Personalization @ Turn Windows Firewall on or off

Clock, Language, and Region W Allow a program through Windows Firewall

Fase of Acc
Additional Options &.“ People Near Me

Sign in or out of People Near Me
Classiciew Change People Near Me settings
Recent Tasks

@ Sync Center

Connect to a network Sync with other computers, mobile devices, or network folders
View sync results | Resolve sync conflicts -

3. Select Manage Wireless Networks

~ | 2 ||l Search

Tasks Network and Sharing Center

View computers and devices

i Connect to a network
4. Click Add . A E

View full map

Mz e wireless networks

Set up a connection or HELPDESK-PC hamilto;.edu Internet
network (This computer)

Ly < Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection 2)

‘Windows tries to connect to these networks in the order listed below. To change the order, drag a
network up or down in the list. You can also add or remove network profiles.

Adapter properties a Profile types Eﬁ_ Network and Sharing Center e

b How do you want to add a network?

:i,h‘ Add a network that is in range of this computer

{"=="- This shows you a list of networks that are currently available and lets you

i connect to one. Once you connect, a profile for the network is saved on
your computer.

FiTanually create a network profile
This creates a new network profile or locates an existing network and saves
a profile for the network on your computer. You need to know the network
name (SSID) and security key (if applicable).

l-':i.; Create an ad hoc network

This creates a temporary network for sharing files or an Internet connection

Cancel
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For Network name(SSID)
For Security type
For Encryption

: type aps -hamilton
., select W PA -Enterprise
Type :, select AES.

> B B

Click Next (see below) .

lanually connect
=9

wireless netwol

S -

-~ =N

Enter information for the wireless network you want to add

@

Secuin ype:

aps-hamilton

[WPAfEnterprise

Cryption type |aEs I
Security Display characters
Start this connectl icall

Connect even if the network is not broadcasting:

‘Warning: If you seleq 15 option, your computer's privacy might be at risk

)

————

Check the box Connect even if this network is not broadcasting
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6. Select Change Connection Settings

Click on the Security Tab
Uncheck Cache user info.
Click Settings

> >

>

Check Connect to servers and
type acs -07.hamilton.edu

Scroll down list and check

fiEquifax Secure Certificate
Authority o .

A Click Configur e.

>

A Uncheck fAutomatically use my

() «W'  Manually connect to a wireless netwark

Successfully added aps-hamilton

2 Connect to...
Open the "Connect to a network” dialog so 1 can connect.

| ®» Change connection settings i
| Open the connection properties so that I can change t ttings. ;

aps-hamilton Wireless Neth

Connectior{| Security |)

Security type: [wwPA-Enterprise -

Encryption type: [aES - |

Choose a network authentication method:

Frotected EAF (FEAF) -~ Settings. ..
ache user information for subsequent connections
o this netwrork

22

P}Qlyéted EAP Properties
wWhen connecting:
[ ] walidate server certificate

Connect to these servers:

-

acs-07.hamilton.edu

Trusted Root Certification Authorities:

[Bl] ciass 2 Public Primarv Certification Authority
= ntrust.net Secure Server Certification Authority
¢ |‘ Equifax Secure Certificate Authority
| Equifax Secure Global eBusiness CA-1
[] Generic Root TTUSt A
[] GTE cyberTrust Global Root
[] http:ffvnnne valicert.comy’

<« | I | *

|| Do not prompt user to authorize news servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2)

']q L= ... P

o] Emamkla Eoct B acnmmoct
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windows logon name and password 0.
A Click OK.

EAP MSCHAPY2 Properties [

When connecting:

Automatically use my Windows logon name and]
ipassword (and domain if any).

T ok | Cancel ]

NOTE: If you are pre -configuring your laptop at home to prepare it for the Hamilton
wireless network please stop here, otherwise you can continue to step 7. When you

arrive on campus, your laptop should automatically attempt to connect to aps -
hamilton. When it finds our network you will be prompted to log in using your

Hamilton ID and your password as shown in steps 7 -9 below. In the event you cannot
connect to our wi  reless network while on campus, please contact the Help Desk for
assistance at 315 -859-4181.

7. Refres h network list and click on Wireless taskbar message to connect.
8. Enter your username, password, and domain (Hamilton -D for employees, Hamilton  -s for

students) and click OK.

S I
e —
< HAMILTON-S —

O

9. You should see a Wireless Taskbar message indicating that you are connected to the
network.

For questions or comments regarding this document, please email helpdesk@ham ilton.edu .
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