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Secure Wireless Setup - Mac OS 10.4
Laptops on-campus only

Configure System Preferences

1. Click on the Apple menu icon in the upper-left corner of the screen and open System
Preferences.

a. Click on the Network icon near the middle of the window.

b. Next to Show: select AirPort.

c. In the AirPort tab, set the option next to "By default, join:” to Preferred networks
and if ap-hamilton is listed as a preferred network in the list below, remove it by
highlighting it and clicking the little minus sign below the list.

d. Click Apply Now.
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are available, AirPort will ask before joining an open network. Drag
the network name to reorder the list.
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e. Quit System Preferences.
Configure Wireless Network Profile

1. Click on Airport icon in menu bar and select Open Internet Connect.
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2. Click on File and ¢t New 802.1X Connection.

3. Next to Configuration click on the double arrow and select Edit configurations.

4. In the Configuration window configure the following:
f. Type in the box labeled Description: Hamilton PEAP
g. Click on the double arrows in the field labeled Network Port and select: AirPort
h. Type in the box labeled Wireless Network: aps-hamilton
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i. In the box labeled Authentication: uncheck all except PEAP.
5. Click OK.

Configuration @r:amilton PEAP
Hamilton PEAP

etwork Port:  AirPort

User Name:
Password:

L
Wireless Network: aps-hamilton D

Authentication:

Configure...

Select supported authentication protocols above
and then order them appropriately.
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6. Click Connect.
7. Enter your Hamilton network username and password in the appropriate boxes.

8. Click OK.
@ 802.1X Authentication
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9. Click Show Certificate.
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7 802.1X Authentication
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| The server certificate requires user confirmation before proceeding.
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10. Click on the triangle to expand Trust Settings.
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11. Click the double arrow in the field labeled When using this certificate: and select Always

Trust.

12. Click Continue.
006 Verify Certificate

802.1X Authentication

The server certificate requires user confirmation before proceeding.
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! Always trust these certificates

i=. Eguifax Secure Certificate Authority

s B¥ acs-07.hamilton.edu

acs-07.hamilton.edu

Issued by: Equifax
Expires: Sunday, March 30, 2008 11:29:02 AM America/New_York

@ This certificate is valid

-en using this certificate: - 7

Extensible Authentication (EAP) Always Trust

X.509 Basic Policy Always Trust 3

(@) (_Hide Certificate ) ( Caneel D

NOTE: You will be prompted to authenticate (as in step 7) each time the airport card attempts to
reconnect to the secure wireless network. This will typically only occur when you restart the
computer or log off and log back in. You should enter your username and password as previously
directed to connect. You will NOT have to set the trust settings on the certificate after the initial

setup.

For questions or comment regarding this documents, please e-mail helpdesk@hamilton.edu
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