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Using Remote Desktop in Windows XP

Service Pack 2
NOTE:

follow the steps below.

1. Click on Start, select Control Panel,

Firewall.

It is recommended that the Windows Firewall be active at all
times on your office computer. To turn it on or confirm its status please

then select Windows

2. Verify that there is a bullet in front of the option On
(recommended) (see illustration at right).

Configuring Windows Firewall to allow a Remote

Desktop Connection

With the Windows Firewall window still open, complete the

following steps:

1. Click on the Exceptions tab (at right).

2. Place a check mark in the box in front of Remote Desktop.

3. Click on the Advanced tab. Click on Local Area Connection to
highlight it. Click on the Settings button (Figure 1 below.)

ook

Firewall window.

(Figure 1)

%= Windows Firewall

General | Exceplidag | Advanced

Metwork Connection Settings

‘windows Firewall iz enabled for the connections selected below. To add

Security Logaing
“'ou can create a log file for roubleshooting purpozes.

ICHP

With Intemet Control Message Pratocal [ICHMP], the
computers on a network, can share eror and status
information.

Seftings...

Drefault Settings

Ta restare all Wwindaws Firewall settings to a default state, [ g0 Defauls
click Restore Defaults.

Advanced Settings

exceplions for an individusl cannection, select it, and then click Settings:

Local Area Connection K Settings [

Place a checkmark in the box labeled Remote Desktop (Figure 2.)
If a window labeled Service Settings appears, Click OK (Figure 3.)
Click OK on both the Advanced Settings and the Windows

(Figure 2)

Services | ICMP

Select the services running on your network that Internet ug
ACCESE
Services
[ FTP Server
O Internet Mail Access Protocal Yersion 3 [IMAP3)
O Internet Mail Access Protocal Wersion 4 [IMAP4]
O Internet Mail Server [SMTP]

*Tobecgl Version 3 [POP3)

erver [HTTPS]
O Telnet Server
[ ‘web Server [HTTP)

Service Settings

™ Windows Firewall 53

General | Exceptions | Advanced

ewall is helping to

Windows Firevsall helps protect pour computer by preventing unauthorized users
from gaining access to your computer thiough the |rtemet of & network.

@ ) On (recommended)
Thissting bocks o cutside sayoe from comnecting! i
compute, ith the excantiswfThose selected on the Exceptions tab.

[] Don't allow exceptions

Select this when you connect to public networks in less secure
locations. such a airorts. You wil hot be notied when Windows
Firewall blacks programs. Selections on the Exceptions tab wil be
ignored

@ © OFf (nat recommended)
Avoid using this setting, Turning off Windows Firewall may make this
computer more vilrerable to vilses and intiuders.

Windows Firewall = using your domain setings:
Wwhat else should | know Windows Firswall?

= Windows Firewall

o mallis blocking incoming network connections, except for the
progeams and servioes selected below, Adding exceptions allows some programs
to work better but might increase your secuiity risk

Programs and Services:

25501 Instant Messsnger
Dl File anc Prtr Sharlr\g
=l 2

=] Flemala De;klon

CJUPRP Framework

[(AddProgiam. | [ AddPor. ][ Ed. | [ Delete

Display 3 nofification when Windows Firewal blacks a progiam

‘wihat are the risks of allawing exceptions?

(Figure 3)
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Configuring your office computer for a Remote Desktop Connection

1. Click on Start, right-click My Computer and choose Properties.

2. Click on the Remote tab and place a checkmark in the Allow users to connect remotely to

this computer box, as shown below.

System Properties

General Cormputer
System Restore

location.

Remote Assistance

,;‘\__-_! Select the ways that thiz computer can be uzed from another

[ &llow Riemote Assistance invitations to be sent from this computer

“what is Remote &ssistance?

Allow ugers to connect remotely to this computer

M ame Hardware Aretrareed
Automatic Updates

pc-15348 hamilton edu
“what is Remote Deskbop?

have a pazzword,

For users to connect remotely to this computer, the user account must

windows Firewall will be configured to allow Remaote Dezklop
contiections ko this computer.

Select Remote Users...

[ 0k, ][ Cancel ][ Apply ]

3. Verify that you have the proper permission to connect to your computer by clicking Select

Remote Users...

System Properties

Systemn Restore

location.

Remote Assistance

General Caormnputer Mame Hardware Advanced

Automatic Updates Remote

A= Select the ways that this computer can be used from another

Allow Remate Assistance invitations to be sent fram this computer

wihat iz Bemote Assistance?

Remate Desktop

Full computer name:;
pc-15348 hamilton. edu
what iz Bemate Desktop?

have a pazswaord.

conhections ta this compute

Allow uzers to connect remately bo thiz cormputer

[ Select Remote Users...
For ugers bo connect remotely to thiz computer, Lt

Wwindows Firewall will be configured to allow Remate Desktop

r.

[ K l [ Cancel
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4. Your domain and username should be listed as already having access (as shown below.)
Remote Desktop Users E|g|

The users listed below can connect to thiz computer, and any members of
the Administrators group can connect even if they are not listed.

HAMILTOM-Dbmzcoones already has @P
< [ Add... memnve l

To create new user accounts or add ugers to other groups, go to Control
FPanel and open User Sccounts.

[ aF. ] [ Cancel ]

NOTE: If you do not already have access, click on the Add... button as shown above and a
window similar to the one below will appear. In the space labeled Enter the object names to
select (examples):, type your domain (the domain for employees is Hamilton-d) and user ID.
For example, Hamilton-d\mscoones. Click Check Names and, if it is a valid username, the
domain name will disappear and your username will become underlined. For example, in the
illustration below, hamilton-d\mscoones will change to mscoones. Click OK to close the Select

Users window.
Select Users @

Select thiz object type:
|Llsers | [ Object Tepes... ]

Fram this location:
|Pc15348 [ Locations... |

Check Mames >

==]n=n

5. Click OK to close the Remote Desktop Users window and click OK again to close the
System Properties window.

Enter the ohject names to select [eramples):

harnilton-dmscoones
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Obtaining your computer name or IP address
In order to access your office computer remotely, you'll need your computer’'s name (for an on-
campus remote desktop session) or your computer’s IP address (for an off-campus remote desktop

session).

Computer Name
1. Click on Start, right-click My Computer and choose Properties.

2. Click on the Computer Name tab.
System Properties E|Pz|

System Restore Automatic Updates Femote
General Camputer Hame | Hardweare Advanced
;;l Windows uzes the following information to identify your computer
on the network.

Computer description: | FC-15348 I

For example: "Kitchen Computer' or "Mary's

Computer'’,
Full computer name: pc-15348 hamilton, edu
Domair: hamilton. edu

To use the Metwaork |dentification \Wizard to join a Metwork |0

domain and create a local user account, click Nebwork
0.

To rename this computer o join a damain, click Change.

[ Ok H Cancel ]

3. Make a note of the Computer description as shown above e.g. PC-15348, and then click on
OK. Please note, this should match your computer’s barcode. If you need to access your
office computer from off-campus, please follow the steps below to obtain your IP address.

IP Address
1. Click on Start and then click on Run...

2. In the Open: field, type cmd and click OK.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

(= 1
w cancel | [ Browse... |
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3. A box with a black background and white text will appear. Type ipconfig at the blinking
cursor and press <ENTER> on your keyboard.

CAWINDOWS\system 3 2\cmd. exe

Microsoft Windows HP [Uersion 5.1.26881
(G> Copyright 1985-2801 Microsoft Corp.

Windows IP Configuration

Ethernet adapter Local Area Connection:

TP AdAress. o - - - - » » o - . .t 150.209.7.174
Subne Tk — 2 . B
Default Gateway . . . . - - = - = 158.28%.7.1

4. Make note of the IP Address (as shown above,) you will need to take it with you to
access your computer remotely. (NOTE: You should do this each time you plan to use
Remote Desktop Access as IP addresses change periodically.) Close the window.

Connecting to Your Office Computer from a Remote Location
1. Click on Start, select All Programs, select Accessories, select Communication and then

Remote Desktop Connection.
2. In the Computer: field, type either the IP address or name (barcode — only works from on-

campus) for your office computer. Please note, the “pc” can be entered in upper or lower
case letters.

#%Remote Desktop Connection

Remote Desktop
Connection

Computer: pe-15348 W Computer: 180.209.7.174

User name:  Mone specified Uger name:  Mone specified

ou will be asked for credentials when pou connect. ou will be azked for credentials when you connect.

@nnect %[/)Elose | [ Helb ][ optiensss (chnectN[) Cancel | [ Help | [ Options» |

3. Click Connect.
4. In the Log On to Windows dialog box, type your username, password, and domain and then

click OK.

Log On to Windows

User name: MSCO0Nes
Passward: |

Log on ko HAMILTON-D R

Q CK TI) Cancel ]
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5. The Remote Desktop window will open and you will see the desktop settings, files, and programs
that are on your office computer. Your office computer will remain locked and no one will be able
to work at your office computer without a password, nor will anyone see the work you are doing
on your office computer remotely. To improve performance, you will not see your usual desktop

picture if one is in use.

To Log Off and End a Session
1. In the Remote Desktop Sessiﬂn

(EE

Things to Note About Remote Desktop Access

DU U BT
e, Connect Ta 3
=
Command Prompt "2 Printers and Faxes
L=
@ FileMaker Pra 9) Help and Suppart
Adobe Acrobat 4.0 o S
{—/Run...
A
j Windaws Securiky
All Programs D

click Start and select Disconnect.

1. At home your printer is the default printer. To select your office printer, click on the drop-
down menu where your printer is listed and select your office printer from the list. Click OK.

Prinkt EH
—Prinker
Marne: |56 Canon Bubble-Jet BIC-6000 (From MALACHT) = Properties |
. & VI PSERVER-ESSTITS X -
Status: 5 ||\ PSER YER-ESSUTS B s Find Printer. .. I
hics Shits-hid-4000 T
where: 5 |\ pserver-essi]_107_A [ Print ko Fil=
Camment;: 5 | \PSERVER-ESSiHerox DocuTech 6115 PS3 C3 I Manual duplsx
4 Adobe PDF
_P — *—
FEEEnEE % Canon Bubble-Jet BIC-6000 (From MALACHL) ~
= al FOmbEr oF Copies: |1 5‘
(. Current page = Selection
" pages: | q= V¥ cCallate
Enter page numbers andfor page ranges '
separated by commas. For example, 1,3,5-12
Prink whak: IDocument LI (e
. Pages per sheet: 1
Prink: I.ﬂ.ll pages in range LI ge= per sh I page LI
Scale to paper size: IN.;. Scaling LI
Qpkions, .. ( (o] 4 ] Close |

For questions or comments regarding this document, please e-mail: helpdesk@hamilton.edu
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	3. Click on the Advanced tab. Click on Local Area Connection to highlight it. Click on the Settings button (Figure 1 below.)

